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Software issue
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API/UI BE

API/Ul compromise
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Weak or no credentials
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Cybersecurity
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2025

State of Cloud
Security Report

Key Insights and Strategies for Protecting
Cloud Environments
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Cloud Network Firewall Rating e (N ('::m)mm”g“p“‘
Amazon Web Services (AWS) Network Firewall Caution 0.00% 813

Check Point CloudGuard Network Security Nex-Gen Firewall = Recommended 100.00% 390

Cisco Secure Firewall Threat Defense Virtual Caution 53.50% 167
Forcepoint NGFW Recommended 96.66% 573

Fortinet FortiGate Next-Generation Firewall Recommended 100.00% 795

| Google Cloud Platform (GCP) NGFW Enterprise Caution 0.00% | 835

Juniper Networks vSRX Next Generation Firewall Recommended 99.80% 637

[ Microsoft Azure Firewall Premium Caution 0.00% | 3641
e e e " I pconmengea | sogm |50
Versa Networks NGFW Recommended 99.90% 2,000

Price per
Mbps

$2.65
$4.38
$10.62
$2.85
$2.25
$316

$2.91

$0.66

$3.29

$1.27

B#T CyberRatings AEFFAZERVEIE T AP » HFIE[FER Keysight CyPerf v5.0 RS A F A B ERIHNBEITT
Al o BRFILUEB Keysight 1 HB0MIE % B Sl AIREREITRLEVAIE - BRE CyPerf B HEAIEZ5+A(E
B > 5585 ©  https://www.keysight.com/us/en/products/network-test/cloud-test/cyperf.html
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Dashboard

Select resource groups

|1
>|_
N
m

All AWS Resources X

All Azure Resources X

All GCP Resources X

Alert overview

All Container Resour... X

All Kubernetes Resou... X

All Machines X

B 72 Critical (A

M 28 High @

1 140 Medium [

B3 Apr 20 12:006m - May 20 12:00 am (+08:00) £

63 Low [A 660 Info [

[=] Identities @
Trend &)

~11.76%

1.0REZE

Latest @

Compliance @
Trend (3)

~ 8.45%

2.5MRE

4

8

0 Identities at risk ® 65 Non-compliant... [0 2 Hosts with...
N . . M o Critical . M 4 Critical e amr it ndw eas A ERbEE
@ 0 High @ 38 High B 1 High
W 22 Medium
1 Others [0

3.
Trend (@) Latest

0% P
| \

¥} Host vulnerabilities ®

o)

0%

) Container vulnerabilities ©

4. 8z5 TR

Lt
T
!l 2 Hosts with
B 1 Critical
B 1 High

“f Attack path @
Trend (@)

v 20%

5.5 258

Latest

4 Resources with attack... @
B @ Critical
M © High

W 4 Medium
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(® Alerts > Alerts details « 10f56 ~

—{EReverse Shell I Z

@ Execution MITRE KEZKEE : # 1T
MITRE IQ%??E IR A AR AR EE 2R

Reverse Shell Connection - Syscall Agent ID: 939801
o at I AM +08:00 10 500 AM +U5T00 &

VENT activIty window:

Policy SystemCall Internet Exposure: Yes m Command and Scripting Interpreter

BS R <
Comments |Exposure IQ&%JR mmediation Related Alerts

B Critical ~ Agent

Details Events Integrations

Exposure Polygraph
Laost updated on 5/30/2025 8:00 PM (+08:00)

o] RAEE R

@ ©0®

EC2 Instance

Security group

Internet Internet gateway
igw-089aecec9b7 6fa7 2f sg-04e3cOf894efe9884 i-0a66d8457Qecf3ff@
ip-172-19-0-10.ec2.internal
AWS IAM Role

EC2 INSTANCE
i-0066d84570eci3ffe (2 [F () -
0B == ==t
—— — —— HEZWZ5E
Machine details Vulnerabilities Secrets Compliance violations Users
Machine properties Z
IP address Last known time Vulnerabilities

Hostname Name
17219010 @ 5/31/2025 3:59 AM (+08:00) 6 Critical 201 Fixable

ip-172-19-0-10 @
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Eg5 0 o 42 72
EIFE R AIShell i S aEEis Al I SRUNMAT 4% A%

FREMNFHE320801 SHET Locework EEE SRR —{AR mShell
LR o RESheliEE I RE R REASRMGHFRNNERTFD -
LTS, o ME S R She IR H SRR IRA A R

IREREEe3980 1 EEEA L EREALaceworkBI TR EED
(Host-based Agent) {532 FIShellEER (Reverse Shell Connection)
TORREE = LI T2t E RS

« BHERE: Reverse Shell Connection - Syscall Agent

« R AHEEMERBEE BMITT /oinssh

« EERER: Policy (FEE)

o BB FIER: SystemCoall (REFIENL)

» BHER: Agent (fEEDR)

o EIEREE: Critical (BE)

« BRIEAYHEEREID: lacework-giobal-667
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Attack paths
Last updated on 5/30/2025 8:00 PM (+08:00)

To investigate attack paths across your environment, use the following filters to target specific areas or resources and select paths to review from the ranked list below.

(Hcstname =ip-172-19-0-10.ec2.internal « ) Path severity « Centainer image « Data identifier = Resource tag « Cluster = Kubernetes service v
S0 T BB R g
ERBER RS ERE —
PR ]

Name Cloud provider X 4 / full Secrets Compliance violations
‘ EC2 INSTANCE

db-ec2-backup-target-2... AWS ST . . 6 Critical 2 9

i il Instance id: i-0a66d84570ecf3ff0_ip-172-19-0-10.ec2.internal ———
ecZrds-target-2bba33b5 AWS 6 Critical [

@ 2 Discovered secrets

MR BEF‘%

ZEAHERRE

AWS IAM ROLE
ec2_profile_app_target_2bba53b5

@) 2 complionce

6 Critical vulnerabilities

@ 2 Compliance g e AWS TIAM rale

SECURITY GROUP
sg-04e3c0f894efe9884

Q 1 Risk properties

Account: 471112883817

Account: 4?1 112883817 471112883817
Description

Internet accessmie-'lp 172-19-@-10.ec2.internal with critical vulnerabilities. EC2 ip-172-19- 0110 ec2.internal instance role grants access to 53 bucket group db-ec2-| buckuﬂ target-2bba53bs5.

Account:

© ®

Internet gateway

=1
- 1B v

EC2 Instance AWS TAM role 53 bucket(s)
i-Bub6dB84570eci3ffa
ip-172-19-0-10.ec2.internal

Security group
50-04e3c0fBf4efefB84

Internet

ec2_profile_app_target_2bba53b5 db-ec2-backup-target-2bba53b5

igw-08%aececPb7 6fa7 21

AWS IAM Role

Al B E B R RE

WEEGHE—EBNHKIERENK
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EC2 INSTANCE
ip-172-19-0-10.ec2.internal (Jl 22

~
Machine details | Vulnerabilities E_IIE_I! nulJ-'l_ b33 %ﬁ, |ewo|c1t|ons Users Exposed ports
o m Y O (View detais in host vulnerabilities ) 1-50f7 >
| BEREE | | BEER | | BRIRRA || BRERA || EFIRE | EGEEE
Vulnerabilities / Severity CVSS score Vulnerabilityin  Package name  Package name: Current versior/ Fix version Package status / Package lastac  Kernel status Exploit availabl  Release date First seen / Last status up Age
CVE-2016- Critical 9.8 9.80 org.spri... java 5.3.13 6.0.0 Inactive G n/a Unknown 5/19/20... 5/27/20..
CVE-2017- Critical 9.8 9.80 org.ecli... java 8.1.14w... 9.3.23.v... Inactive G n/a Unknown 11722/2.. 11/23/2..])
CVE-2017- Critical 9.8 9.80 org.ecli... java 8.1.14w... 9411w Inactive G n/a Unknown 11/22/2... 11/23/2..]
CVE-2021- Critical 10 10.00 org.apa... java 2141 2.15.0 Active @ 7/11/17.. n/a Unknown 12/5/20... 12/6/20..)
cve2001 | Crifical 9 9.00 orgapa..  java 2141 2160 aave® | 7111 Al BB B B AE S5 R 12/5/20..  12/6/20..
l—‘—|}\
i
sg-04e3c0f894efe s
~
Configuration CloudTrail logs Compliance violations Al * E E* THQ
InboundRules & m © 1-50f5

Type Protocol Port Range Source

1Pv4 tcp 0-65535 34.198.105.52/32

1Pvd tep 0-65535 100.29.31.49/32 EEEA

1Pv4 0-65535 [ IBO2E | 18.235.214.195/32
1Pv4 22 | 0.0.0.0/0
- All sg-04e3c0f894efe98584

Description

Allow all tep inbound from workstation, ...

Allow all tep inbound from workstation, ...

Allow all tep inbound from workstation, ...

allow ssh inbound

allow all ingress inter security group
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AWS IAMROLE

arn:aws:iam::471112883817:role/ec2_profile_app_target_2bba53b5 (J =

Summary Entitlements

m L

Entitlements removed

Linked identities Remediations Exceptions

Remediation details f74Remove identity entitiements

[BXER  25eR |

Al ZZIRFEREE

Remediation Suggestion Remove these entitlements from the identityarn:aws:iam::471112883817:role/ec2 profle_app target 2bbaS3bs. You ean
remove these entitlements either by removing them from all listed policies (which may affect other users) or by adding an explicit
Remove policy entitlement... 10 (6.8%) Deny policy for this identity.
: : 5 =
Remove identity entitleme... 126 (85.71%) Rationale This has not used any off the access granted by the listed entitiements in the last 180 days. If an identity has accass to more

Remove policy entitlement...

12 (8.16%)

resources, dato, or functionality than they actually need, it increases the attack surface and potential risks. Removing unused
entitlements will help with compliance, privacy, resource management, and simplified auditing.
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