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BREKXMAXIEEER, SERKNEIEES

B Policy Packages « + CreateNew v E4Edity B Delote [ Section @ Policy Lockup  » ™ ise. | = ADOM:root M@~ > @~ N@~ O

18 | Search. o+ Name Fom T " Destination
Branch_Office 01 O ¥ Outbound Traffic to AWS (1-2 / Totak 2)

Firewall Policy 01 8 porta & WAN_Zone

ZTNA Rules

2 wan._zone AWS-usewest-2a
o H AWS-us-east-1b

Firewall Paliey
ZTNA Rules

Installation Targets
Install Wizard NtoFAC B any & Fartlutiiticetar
23 Enterprise_Core —
New

Clan NtoFML Doany " ] & FortiMail
ZTNA Rudes —

New Folder

Installation Targets

Move Nt EMS O any
Edit

Enterprise_First_Floor_root
Fieewall Policy
Delete
ZTNA Rules
Policy Revision
Torgets - -
Policy Check to Internet &d WAN Zone
terprise_First Floorwom: g .oy
Firewall Polic
v Export to Excel Settings
ZTNARules Export to CSV
installation Targets u s & por & WAN Zone " B AWS_private_cloud|

ATINET

FR KR & 3E

St - BRI EEFTARE - ShH  SHRBEBEER
T AR BEINESE - HEERE W OEEEERRER  BEE
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FortiGuard Al BEEIRIZ 2 RIZHIEEFIIRIE

BHIEEEE Al & 1 FHEBIPGE
REE S S 1E Fortinet I 24 E E}] 1E ,ﬂJ & r?i ;E }i E‘g‘_\ &= Fortinet ﬁ’i\i‘é’;ﬂ
WEMEREZEANENEE _

m FortiGate PEy——
AREMARE BES > (S

6M D@
Firewalls - FortiGuard Labs FortiWeb

3OOM &'For‘tiNDR g LR
e - @ FortiProxy ]
© 5

*

@ FortiClient |
1 50 M Al / Machine Learning @

»

| . chin bt FortEDR |, YT
Endpoints — Trl I I 1I0NS a @ FOrtiSASE |
40 M of events @ ForiSOAR |
ForiSIEM |, (PP

@ FortiAnalyzer

Sandbox Files

9
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Al &EeEfp:E

FortiGuard — Al SREIFYZE £ AR 7%

AI / ML
IPS EEES|ZE

AMA Al /ML 3E58
B2 =R EAPH 1S
(40 Cobalt Strike)

Gen Al
FEHENZEE

T I Gen Al
FERREI - A EEE

URL iﬂljﬁ 19 IJ

B EHEE R

(Web Phishing)

Inline EE1E

FhE
HZRsR it A S8 S B A

(Evasive Malware)
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Al &EeEfpE

FortiGuard — Al / ML IPS &8E5

2y
=

- Cobalt Strike @2 ZAEMNBHERENHR

SRR ERKBBNRBAEMmMEET - oJ#iTm<
E (C2) @Al - SEUERIE - BHREREER
BBARREIER -

- FortiGuard - IPS 45 &85 = 1 E o] =81
Cobalt Strike Z2 =& &) (Beacon)

- FortiGuard — Al / ML IPS &#tE5 |2
FIF C2 mLE (# HTTP(S)/ DNS / SMB / TCP...)

i ML BE - RS C2 R BHBERARET -

EREEH

(Beacon)

o

%%

H

’

@ BRIFER
6 o

tREBE

aws

c2 Lﬁﬂﬂﬁ%ﬁ
(Team Server)



Al &EgefpE
FortiGuard — £ =0 Al (GenAl) ERERNIEE

= (i@ pochost-SLBC-kvm09 S e
E T Shadow Al 5| p#%3R "
T — L GenAl &R AR %5 3 AR5
§EI£|‘(:§'E ¢ E/] AI I 1%% FortiViewAIUseses Sl ‘Mme”:: i = "____' : -
%j /‘I’,I-ﬁ/\ﬂ/\;ﬁ r¢ *%}5\2 ate/Time @ ource estination pplication Name ction ode!
BEAEE

ZHEZEE GenAl FHIRM

Favorites

EortiView Al Applications 2025/08/3121:51:52 10120021

Dashboard 34.211.200.108 (otter.ai) ex Otter.Al_Login / Pass 3712

2025/03/2808:52:07 10.1200.21 44.231.13.188 (otter.ai) o= Otter.Al_Post ~ Pass 3712

Dashboard >

Network >  2025/03/2808:52:07 10.120.0.21 44.231.13.188 (otter.ai) o Otter.Al_Post -~ Pass 3712

]

Policy & Objects 2 2025/03/2807:52:58 10.1200.21 34.211.200.108 (otter.ai) e=: Otter.Al_Login ~ Pass 3712

]

Security Profiles 7 2025/03/2807:21:30 10.120.0.21
VPN >

34.8.184.191 (191.184.8.34.bc.googleusercontent.com) Il ElevenLabs Post ' Pass eleven_multilingual v2

2025/03/2807:18:17 10.120021 i 104.18.32.47 (ab.chatgpt.com) & OpenAl.ChatGPT Post £ / Pass got-40
User & Authentication >
2025/03/26 09:43:59 10.120021 =1 104.18.32.47 (ab.chatgpt.com) & OpenAl.ChatGPT_Post £ / Pass gpt-do
= ,T:I:l: 0O ‘E{t e ﬁ/—g,{%ﬁﬁ :Ié = WiFi Controller > -
TIE 7N ¥ \| |/ o 3 system ,  2025/03/2609:11:11 10.120.0.21 % 104.18.32.47 (ab.chatgpt.com) @ OpenAl.ChatGPT_Post &3 ~ Pass gpt-do
© > 2025/03/2609.04:55 10.120.021 =i 140.82.114.22 (collector.github.com) # GitHub_Copilot.Chat # Pass gpt-do

Security Fabric

GenAl [ERREZ= -

- EREEIERERE :
IR EUE RSN R SR UKIE
e 2 177 B H EEM}“E’J
GenAl FEFRTS -

2025/03/25 15:33:30 10.120.0.21 & OpenAl.ChatGPT_Post &  Pass gpt-40

Log & Report i 104.18.32.47 (ab.chatgpt.com)

2025/03/25 15:33:30 10.120.0.21  Pass gpt-40

104.18.32.47 (ab.chatgpt.com) & OpenAl.ChatGPT Post &

10.120.0.21

2025/03/25 15:33:30 104.18.32.47 (ab.chatgpt.com) & OpenAl.ChatGPT Post £ / Pass got-4o0

10.120.0.21 <~ Pass

2025/03/25 15:15:03 il 172.64.155.209 (ab.chatgpt.com) & OpenAl.ChatGPT_Post & gpt-4o

]

2025/03/25 14:57:49 10.1200.21 104.18.32.47 (ab.chatgpt.com) & OpenAl.ChatGPT_Post & < Pass gpt-4o

10.120.0.21  Pass gpt-do

2025/03/25 14:57:08 & OpenAl.ChatGPT Post &

104.18.32.47 (ab.chatgpt.com)

= Fortinet Inc. All Rights ved. 12




Al &EeEfp:E

FortiGuard — URL 78 &1 8

@ pochost-SLBC-kvm09 Q-

Favorites v

Summary Logs

Al [ERBR#5 URL #hiE 5l

Security Events Log *

S

FortiGuard URL @B INEE

Category = Artificial Intelligence Technalogy % @ C)

fearch

@ OHD1-

FortiView Al Use Cases

Dashboard Date/Time

S48 6,000+ & URL
T8

B 7.4.2 hRAFEE

FortiView Al Applications
Dashboard

@) Dashboard >
« Network
B Policy & Objects

2025/04/01 13:49:00

2025/04/01 13:48:00

2025/04/01 13:45:02

v

2025/04/01 13:45:02

Security Profies 7 2025/04/0113:45:00

% GenA

L1 VPN 3y
i == 2025/04/01 13:42:01
nn
- jJD ¥):|- +E BJ u *l EE & User & Authentication >
2025/04/01 13:37:00
7 WiFi Controller %
2025/04/01 13:32:00
€83 System 3
€ Security Fabric o 5 2025/04/0113:27:00
|= Log& Report > 2025/04/0113:22:01

2025/04/01 13:17:00
2025/04/01 13:17:00
2025/04/01 13:09:59

2025/04/01 13:05:00

User

Source
10.120.0.21
10.120.0.21
10.120.0.21
10.120.0.21
10.120.0.21
10.120.0.21
10.120.0.21
10.120.0.21
10.120.0.21
10.120.0.21
10.120.0.21
10.120.0.21
10.120.0.21

10.120.0.21

Action

URL

v

e

Artificial

\.grammarly.com/browserplugin/con...

https:/ic \.grammarly.com/dynamicConfig.json

B
- Passthrough

" Passthrough

https://gnar.grammarly.com/events

https://tr ly.

Artificial Intelligence Technology

Artificial Intelligence Technology

Artificial Intelligence Technology

Category 7 | sent/Received Rating Method
532B/0B domain
528B/08B domain

domain

1.17kB/0B

1327kB/49B domain

~ Passthrough  https: ly.com/ 2/token Artificial Intelligence Technology |1.12kB/0B domain
- Passthrough  https://config.extension.grammarly.com/dynamicConfigjson | Artificial Intelligence Technology |528B/0B domain
 Passthrough  https:/iconfig.extension grammarly.com/dynamicConfigjson | Artificial Intelligence Technology |528B8/08 domain
/ Passthrough  https://config.extension grammarly.com/dynamicConfig.json | Artificial Intelligence Technology |528B8/08 domain
7 P tension grammarly.com/dynamicConfig.json | Artificial 528B/08B domain
/ Passth h tension.grammarly.com/d icConfigjson | Artificial 528B/0B domain

https:/ftre ly.c

dh icConfig.json

Artificial Intelligence Technology

13.26kB/0B domain

Technology |528B/0B domain

Passthrough

1.grammarly.c

https://config.extension.grammarly.com/dynamicConfig.json

.

https:/confi \ grammarly.com/dynamicConfig json

2025/04/01 13:00:00
2025/04/01 12:58:00
2025/04/01 12:56:40
2025/04/01 12:55:00
2025/04/01 12:49:59

2025/04/01 12:44:59

2025/04/01 12:43:59

10.120.0.21
10.120.0.21
10.120.0.21
10.120.0.21
10.120.0.21
10.120.0.21

10.120.0.21

Passthrough
 Passthrough
/ Passthrough
- Passthrough

" Passthrough

P

https://config.extension.grammarly.com/dynamicConfig json

Artificial

https:/fchat.deepseek com/version.txt

https:/iconfig.extension.grammarly.com/dynamicConfig.json

onfig.json

https://config.extension.grammarly.com/browserplugin/con...

Artificial Intelligence Technology

Artificial Intelligence Technology

Artificial

Artificial Intelligence Technology
Artificial Intelligence Technology

Artificial Intelligence Technology

Artificial Intelligence Technology

domain

528B/0B

537B/49B

domain

domain

528B/0B

1.63kB/49B domain

5418/498B domain

domain

528B/0B

domain

528B8/08

https://config.extension.grammarly.com/dyr

tension.grammarly.com/dynamicConfig.json

Artificial

528B/0B domain

-~ Passthrough

https://goldengate.grammarly.com/passport/api/v1/pass

domain

1.32kB/0B

Fortinet Inc. All Rights Reserved.
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Al &EeEfpE

FortiGuard — Inline ,u,uﬁf_bﬁ)i‘ﬁ” FortiSandbox

BRED RS

£72 Demo FSA Unit

Favorite

+ Add widget

- Al HEESIE

Incident Assist

File On-Demand

Scan Profile FortiSandbox-VM ﬁ% @ |

VM Settings ; Demo ESA Unit Anti-Phish Antivirus Community FDN Tracer/Rating]l Weh Filrer

FortiGuard . Last Backup: 2024-10-07 10:09 VM Readiness

n Last Backup: -10- :

Settings m @ m m m
a s FSAVMOTM24000001

Dashboard o CustomVM ||  MS Office VMimage [ VMinternet | VMStatus . b UAB

" " min
@ Security Fabric > Security Fabric ﬁﬂ&ﬂg AI E En
. 5 nit Type ‘Standalone E @ ,ﬁ%{ﬁ:ﬂuﬂﬁi&
‘ i 2024-10-07 16:15:21 PDT I 73

B Scan Policy and Object > £V, 4 . MIA NetShare
Q@ System > ptime 6h4m 3s

L Log & Report

Scanned Performance

(Avg/Median/Max)

KX Mermory 533 D) usrasss
Total Scanned =2 Processing Wait Time 0-Day Files O a = :EI
- 32/19/43 3 D y SE ';2%1& |
-~ ek ﬂ Job Processed / Hour & 0-DayURLs
C Reboot (M Shutdown @l 50 =
[

) 8s/4s/1m 18s 0
i Known Malware Files

bR 6)

\ 16s/6s/4m és 0
Total Processi

Known M

FATINET oo
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Al EEEE FortiAl EILAEHERY

FortiAl on FortiManager — Bi{E1E 2% E HBRZEE !

FortiAl FABEE (RIHEL E |

R—— ' \_ J
@ Dashboard scTunnel | BGP | Static Route | CU g

FortiAl Advisor
1 YU PIEISH, YU L Ui 1 i 108 LIS (A WY Wt
= Device Manager Ne 2 @A o Device/Geoup | | § select the devices to continue. What would you fike to do?

I Policy & Objects Template Group Name = Provisioning Templates = Assigned to Device/Group +

I'd filee to upload a network topology

2 SD-WAN Manager A\ CorpA HUBY IPsec

s Py = Corph_HUBLBGP iDeviceinTotal  View Detals »
ANpA s
Temglites BIHUB_SDWAN

[E1CorpA HUB1CLIGRP

FortiAl FZIRY

4 HUB1 [ro0t)
Overlay Orchestration

Rules 12)CorpA_HUB2. |Psec
0V M i = CompA HUBZ BGP 1DeviceinTotsl  View Detalls >
— EIHUB SDWAN HUB2 oot
B 4P Manager & i
[ CorpA HUBZ CLIGRP

=gl
F 48 VPN 2215

B8 FortiSwitch Manager

)

(2 CorpA_BRANCH_IPsec
1B Extender Manager = CorpA BRANGH BGP 2DevicesinTotal  View Detslis »

& Fortview 2 Branch SDWAN

B CorpA BRANCH_CLIGRP 4
10 LogView P

2 Branches (2)

This is a JSON representation of two FortiGate sites. Here ia
Fabric View summary of the informatior: I

FortiAl IBfZRY

B incidents & Events FortiGate Site Information:
- Site 1: Branch ForfiGate I
- WAN Interfaces:
- Interface Name: port1
- IP Address: 10.198.1.2

LE;:&%::": VPN n\l_,l X jJD T%

- IP Address: 10.1.1.0/24

oo | | \\ // ;% Yﬁﬁ aIch

© Fortinet Inc. All Rights Reserved. 16



Al HEeEE

FortiAl on FortiManager — fE{E1E 358 iE

[E] FMGVMst-KkvM = & Install Wizard

@ Dashboard FortiAl Advisor

s [ » Create Ne I o 1 Morev

& Device Manager + Create New | | [4 H ., wuu |

Br-1_VPN_SCRIFT

config Tirewall address
edit “to HUB-1_local™
set allow-routing enable
set subnet 20,1.1.1/24
maxt
adit "to HUB-1_remote”
set allow-routing enable
set subnet 28,1.2.1/24
next

end

config vpn ipsec phasel-interface
edit “to HUB-1"

set interface portd
set peertype any
set net-device disable
set proposal aes128-sha256 ae5256-=ha256 aesi28-shal aes
set comments "WPN: to HUB-1 [Gensratad by Fortiai]”
et remote-gw 14.1.1.4
set psksecret <PLACEHOLDER FOR YOUR PRESHARED KEY>

i Copycode & Save script

HUB-1_VPN_SCRIPT

config firewall address
edit "to_Br-1_local”
set allow-routing enable
zet subnet 20.1.2.1/24
next
=dit "to _Br-1_remots”
set allow-routing enable
set subnet 20.1.1.1/24
next

end

config wpn ipsec phasel-interface
edit "to_Br-1"

set interface portd
set peertype any
set net-devies disable
set proposal aesliB-sha25é aesi56-sha256 seslls-shal aes
Tt comments “VPN! to Br-1 [Generated by FortiaAl]”™
set remote-gw 14.1.1.2
set peksecret <PLACEHOLDER FOR YOUR_PRESHARED KEY>

=t
e

m Copy code & Save script

FortiAl ZERLAY

F RO ENERY
VPN #HBRE ENE

A

Branch FortiGate_VPN_SCRIPT

config firewall address
edit "Branch FortiGate_to_Hub
set allow-routing enab

set subnet 10.1.1.0/2

next

T Copy code & Save sc
Hub FortiGate_VPN_S(]

config firewall af
edit "Hub For

FORTINET

set subnet 10.1.2.9

next

i@ Copycode & Save script & Sa¥

© Fortinet Inc. All Rights Reserved.




Al HEeEE

FortiAl on FortiAnalyzer - EBEAESEENES, BIRSEITESREH

@ Dashboards © Last 4 Hours™  2024-11-07 13:36:00 - 2024-11-07 17:36:00 FortiAl

Status

Emall Metrics O

Do we have an incident for ciient001

Getting Incidents..

B Device Manager

o FortiAl £TEE...

M Log View

B Fabric View
Inck S Events
B Incidents & Events client001
© FortiAl
B reports

€ System Settings

What's new in FortiAnalyzer 7.6 | 'What can | do with FortiAl

Do we have an incident for cient001

RIE S EREE client00] ARSI




Al HEeEE

FortiAl on FortiAnalyzer - EBEAESEENES, BIRSEITESREH

@ Dashboards Fortial

Status

Emall Metrics Incident Details for |:||E|’"|t|:||:l1 Do we have an incident for client001

B8 Device Manager Incident 1D INODOOD00

& FortiView « Mame: Fortial-Demo; Web request to Malicious Websites detected | o Incident Details for client001

M Log View Endpaint: client001 incident ID: INODOGOO0S
Category: Denial of Service (Do5)

: - # MName: ForbiAl-Demo: Web request to Maliclous Websites detected
Severity ||Ii',h « Endpolnt: clientO01

B Fabric View

Incidents & Event 2
B Incidents & Events Siatus: Draft * Category: Denial of Service (Da3)

O Fortial Description: (Mot provided) + Severity: High
3 + Status: Draft

B Reparts Reporter: Auto-Ralsed s i
* Description: (Not provided)

€ System Settings * Reporter: Auto-Ralsed

FortiAl #3#8 client001 tBEIE(41& :

- Z¥1H client001 BFEIYIMEPE=4E4L (Malicious
Website) RIERHM

What's new in FortiAnalyzer 7.6 | 'What can | do with FortiAl

Do we have an incident for chent001




Al HEeEE

FortiAl on FortiAnalyzer

@ Dashboards O Last 4 Hours™  2024-11-07 13:34:00 - 202

Status

Emall Metrics

B Device Manager

B Fortiview eritical
M Log View

B Fabric View

B incidents & Events

© Fortial

B reports

€ System Settings

24-11-07 17:36:00

0

sndpaint

client001

A web filter L435{

s=oo

1BER

BRI 192.168.0.2 (client001) &K

EBEAE=SHEEES, BISERrEESEMG

Fortial

Do we have an incident for clientD01

Incident Details for clientD01

Incident 1D INOOODODO0

Mame FortiAl-Demo: Web request to Maliclous Websites detected

t: client001
pary: Denial of Service (Do5)

Severity: High

Status: Draft
* Description: (Not provided)
* Reparter: Auto-Ralsed

What's new in FortiAnalyzer 7.6 | 'What can | do with FortiAl

Can you show me the web Alter logs for srcip 172.168.0.2 for today?

G

FIEATINET

<




Al HEeEE

FortiAl on FortiAnalyzer - EBEAESEENES, BIRSEITESREH

Dashboards Fortial

&8 Device Manager o Bo

Do we have an incident for client001
FortiView

Log View Traffic ecurity 5 Fibt Event »

All Devices~ @ Custom...~  00:00:00 - 23:59:59 Incident Details for client001

Log Settings

srcip= 168.0.2 Incident ID: INOOOOOO04

e Vi » Name: FortiAl-Demo: Web request to Maliclous Websites detected

sint: client001
y: Denial of Service (Da5)
2024-11-07 1 FGVMD1TM2400; 192.168.0.2 W 104.18.28.80 HTTPS cainl erity: High

# Date/Tirw | Device 1D Source Destination IP Service Hosy

Incidents & Events 2024-11-07 1 FGVMO1TM2400; 192.168.0.2 Wi 104.18.29.80 HTTPS coinl

) Fortial
-11-07 1 FGVMO1TM2400; 192.168.02 i 208.94.116.24¢ HTTP malhv tus: Draft

Description: (Not provided)

Reporter: Auto-Rajsed

Reports 2024-11-07 1 FGVMO1TM 24002 192.1468.0.2 = 208.94.116.24¢ HTTP mat

System Settings

Can you show me the web filter logs for sreip 192.168.0.2 for today?

FortiAl 5ItHAREA 192.168.0.2 (client001) $XARY Web filter i e
%E ) ’@E’L‘JE Web filter event EBQEEE%"E" you need any further anatysis or another operation, please let me know
MR EREEME—TRDITREMIEE, BEHE.

What's new in FortiAnalyzer 7.6 | 'What can | do with FortiAl

CEATINET




Al HEeEE

FortiAl on FortiAnalyzer - FEBBE%RES

BBELE—{PReport » BBE7RAARKFipHISARER
AL » HMiFchart 237

BEEE, EEWR

BE#%) Logview 1Y Traffic EEI % EIGRIEEE SRR
7K -

AR URIRIPA S BERAR EAERABHAE
05 ?

Source IP

M 10.20.99.126
M 10.20.99.56

[ 192.168.8.61
[ 192.168.25...
[0192.168.11....
[0 192.168.88....
[10.20.99.138
[ 10.20.99.123
[ 125.228.18....

More...

Falil

ved.

22



Al HEeEE

FortiAl on FortiAnalyzer - EBBEAESOHES, EERE

(™ FAzZVMé64
pELER = A o .
@ Dashboards All Reports | Templates | Chart Library ‘ Macro Library [EREIEHEE
. ‘ P _ = Device Manager + Create New ‘ ‘ ©® View ‘ View Options v
~ AR ERNER2RBEE ? 5 BREFR = | remes
- £E R i B pe e L e 2 ame =
[0  g=360-security-Policy-Details
] Log View [0  s=360-security-Rating-Coverage-Stats-Status-Count
= A
©]
ﬁ [@ Fabric View [0  §=360-security-Rating-Optimize-Stats-Status-Count
[0  §=360-security-Rating-Posture-Stats-Status-Count
- Incidents & Events
ﬁ%r{’\"—“ﬁz r P ﬂ Hﬁﬁﬂ'u‘ [0 | &= 360-security-Top-Destination-Details
= N ) & Forual [0 | §=360-security-Top-Source-Details
\" " 2 E] Reports 360-security-wifi-AP-WaitingAuth-Online-Offline-Count
“Eif,Chal't A Generated Reports
OR Report Definii ions §= Al Chart
ERIEE <> Y  SELECT srcip, COUNT(") AS total_count FROM $log  »stname-Categhry
{REE I8 . | WHERE $filter GROUP BY srcip ORDER BY total_count
a% TEEEE B £ System Settins NN Indwidth
10
aware-Botnet-Domain
|
L 2
- - © Fortinet Inc. All Rights Reserved. 23
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Figure 1. Magic Quadrant for Hybrid Mesh Firewall
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